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4.4 Individuals' Rights 

Individuals have the following rights regarding data processing, and the data that is recorded 

about them: 

1. The right to be informed about how we process their personal data

2. The right to access their personal data

3. The right to rectify their personal data

4. The right to have their personal data erased

5. The right to restrict processing

6. The right to have a copy of their personal data in a portable form

7. The right to object to direct to marketing and profiling

8. Rights in relation to automated decision making and profiling.

If we receive a request it should be discussed ASAP with one of the Co Chairs and 
discuused at the next available SG  

Where a person requests access to their information, this is called a data subject 
access request or 'DSAR': 

• Just Say must usually respond within one month.

• The response must be in a permanent form, unless this is not possible, or the individual 
agrees otherwise.

• Unintelligible terms must be explained.
• The data must not be changed between receipt of a subject access request and 

sending the information to the applicant, except for routine amendment of the data 
which would happen in any case.
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4.5 Security of Data 

All SG members  are responsible for ensuring that any personal data which the organisation 

holds and for which they are responsible, is kept securely and is not disclosed to any third 

party unless that third party has been specifically authorised by the group to receive that 

information and has entered into a confidentiality agreement. 

Data must be fully encrypted, and password protected. If data is in a paper format (such 
as a sign in sheet) the SG member handling such data should ensure that any names of 
people and/or any information that could lead to identification of subject individuals is 
transferred as promptly as possible ( scanned in) and the orginal shredded. 

4.6 Disclosure of Data 

The Forum must ensure that personal data is not disclosed to unauthorised third parties 

which includes family members, friends, government bodies, and in certain 

circumstances, the Police.  All members should exercise caution when asked to disclose 

personal data held on another individual to a third party. 

All third-party requests to provide data must be supported by appropriate paperwork and 

specifically authorised. 

4.7 Retention & Disposal of Data 

Personal data may not be retained for longer than it is required, e.g. after a member has 
asked to leave the forum or their young person turns 26. 

Personal data must be disposed of in a way that protects the rights and privacy of data 

subjects (e.g. shredding, disposal as confidential waste, secure electronic deletion).
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Duplicate copies of personal data should not be kept as doing so increases the risk of 
that data being compromised.  Where there is a need to have two copies of personal data 
for a short timeframe to complete a task one copy should be deleted as soon as it is no 
longer needed. 

  

4.8 Working with third party partner organisations 

As a Forum we will be working with our grant holder Sycamore Trust U.K. and may share 
personal data such as a mail out but this will be on a one off basis. 

Sycamore Trust UK will not have access to the encrypted password secure database. 

If we enter into any arrangement with professional researchers we will have a clear written 
agreement and will seek consent before sharing any personal information on our Just Say 
members.
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4.9 Personal Data Breaches 

If a Personal Information Breach occurs – for example, loss of a memory stick or 
accidental disclosure of personal data to a third party this must be reported to one of the 
Co Chairss and discussed at a SG meeting. 

Advice can be sought from the CEO at Sycamore Trust UK or the Regional Advisor at 
CONTACT and where the breach is likely to result in a risk to individuals, the SG must 
notify the Information Commissioners Office at the soonest possible time and within 72 
hours of becoming aware of the breach.  Tel: 0303 123 1113 Mon-Fri 9am-4.30pm or online 
ico.org.uk/global/contact-us/. 

If the risk of the breach is high the individuals who are affected must be informed directly 
and without undue delay. 

4.10 Anonymisation 

Anonymisation is the process of removing information that could lead to an individual being 
identified (for example, names and other obvious identities which reveal the identity of the 
individual). Personal data should be anonymised whenever it is practical and appropriate to 
do so. Anonymising personal data significantly reduces the risks to individuals if that 
information is compromised. 

Where personal data is collected and needs to be retained for monitoring purposes, but it 
no longer needs to be attributable to an individual it should be anonymised at the 
earliest opportunity. 

Fully anonymised data can be difficult to achieve in some situations. Where this is the case it 
is still good practice to partially anonymise the data to lower the chance of it identifying an 
individual. 

5. Roles and Responsibilities

5.1 Steering Group 

Overall responsibility for compliance with Data Protection Legislation rests with the Just Say 
Forum Steering Group - everyone is responsible for making sure that the Data Protection 
function is fully resourced to meet the needs of the group .  
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5.2 Membership lead  

The membership lead must act in accordance with this policy and Data Protection 
Legislation. They need to keep the SG - and Co Chairs- updated on any issues and raise any 
data breaches immediately.

 

Please read in conjunction with Code Of Conduct and Privacy Policy.

All Membersof  the SG to sign the Data Protection Statement.

This Policy will be reviewed every two years - or sooner if the legislation changes.  

Review due June 2024.  




